MuHucTepcTBO 00pa3oBaHus U Hayku Poccutickoit @esepatiiu

JETIAPTAMEHT 'OCYJAPCTBEHHO ITOJIMTUKA B COEPE OBIIET'O
OBPA3OBAHUA

I[MMCBMO
oT 14 mas 2018 roga Ne 08-1184
O HanpaB/ieHUU UH(POpMaLIUX

[enapTaMeHT roCyAapCTBEHHOM MOUTHKH B cdepe ob1ero obpazoBanusi MUHOOpHayKH
Poccum HampaBrisieT AJisi CBeJieHUst pa3paboTaHHble BpemeHHoi komuccueli CoBeTta
denepalu 1o pa3BUTHIO MH(GOPMALIMOHHOTO 00I1lecTBa MeToAMUeCKre peKoMeH/jalluu O
pa3MellleHHH Ha UHPOPMAaLIMOHHbBIX CTeHJaX, OPULIMAIbHBIX UHTEPHEeT-CalTax U JPyTux
MH(OPMaLMOHHBIX pecypcax 001jeo0pa3oBaTe/lbHbIX OpraHU3aluii ¥ OpraHos,
OCYILeCTBIISIOLIUX yIpaB/ieHe B chepe oOpa3oBaHust, HHGOpPMAIK 0 HGe301acHOM
TOBeJIeHUM U UCTT0/Ib30BaHUU ceTH "HTepHeT".

Hvpexrop [lenaprameHTa
A.E.IletpoB
[Ipunoxxenue

MeToaruecKkrie peKOMeH/jal[uK O pa3MellleHnu Ha MH(OPMaLMOHHbIX CTeH/aX,
oUIIMaTLHBIX UHTEPHEeT-CaliTax U PyrUux UHPOPMAIIMOHHBIX pecypcax
o61ieobpa3oBaTeIbHbIX OPraHU3al[|iii U OPTaHOB, OCYILIeCTBIISIOLIUX yIIpaB/ieHe B
cdepe obpa3zoBanus, HHGOpPMAaLIMK 0 Ge30TIaCHOM TTIOBEeJJEeHUH U UCTIOIb30BaHUH CETH
"urepHeT"

Okcriepramy U uneHamu BpemenHoit komuccun CoBeta ®efiepaliiu o pa3sBUTHIO
MH(OPMALIMOHHOTO 00IIIeCTBa B PaMKaX BBITIO/IHEHHS] PeKOMeH/Ialiii TIap/laMeHTCKUX
C/yiaHui "AKTyanbHble BONPOCkl obecrieueHust 6e30MacHOCTH 1 pa3BUTHS fleTell B
MH(OPMaLMOHHOM TIpOCTpaHCTBe", KoTopble npouuiy B CoBete ®ezneparyy 17 anpesst
2017 r., 6bu1M pa3paboTaHbl MeTOiMUYeCKHe peKOMeH/aliuy 0 pa3MelljeHn Ha
MH(OPMAaLMOHHBIX CTeH/ax, O(pULIMaIbHBIX UHTePHeT-CalTaxX U APyTUx
MH(OpPMaLMOHHBIX pecypcax ob1ieobpa3oBaTebHbIX OpraHM3aluii 1 OpraHoB,
OCYIIIeCTB/ISIOIINX yIpaB/ieHue B chepe obpasoBanus, nH(opmaruu o 6e30macHOM
TOBe/leHNY U UCII0/Ib30BaHUU ceTH "VIHTepHeT" (#ajiee - MeToAMUYECKHE peKOMeH/aliun).

MeToauueckrie peKOMeH/ jalliy HaripaB/ieHbl Ha KaueCTBeHHOe TIOBBIIIeHUe YPOBHS
MHGMOPMAaLMOHHOM JiesiTelTbHOCTH 00111e00pa3oBaTe/TbHBIX OpraHM3alliil K OPTaHOB,
OCYIIIeCTBJISIONIMX YIIpaB/ieHue B cepe 06pa3oBaHUs, B UaCTU UH(DOPMUPOBAHUS
yUallyXxcsi, X poAuTesel (3aKOHHBIX MPeJCTaBUTesel) U TiearoruueCcKux paboTHUKOB
00 OCHOBHBIX acrieKTax MH(HOPMALIMOHHOM 6e30IacHOCTH.



MeToanueckre peKoMeHjaliu To3BosIsAT 001ieobpa3oBaTe/ibHBIM OpraHU3aysM 1
opraHaMm, OCyIIeCTB/ISIFOILUM yTIpaBjieHHe B cepe 00pa30BaHus, aKTyalTu3UpPOBaTh yiKe
WCII0/Tb3yeMble U pa3MellleHHble HH(OPMalLlMOHHbIe MaTepualbl, TaK U MOJrOTOBUTh UX B
C/lyyae uX OTCYTCTBUSI C YUETOM JIyUllIMX NPAaKTUK U PeKOMeH/alui.

B pamkax MeToAMueCKMX peKOMeH/jaljiii paCcCMaTpUBalOTCs CleyoIe UHCTPYMEHThI:
1. uH(opmMaLoOHHbIe CTeH/IbI;
2. ouLMaIbHbIe UHTEPHET-PeCypChl;

3. cpeAcTBa MaccoBoi MHGOpMaIUK (IITKOTbHBIE Ta3eThl, efjlaroruueckye U3faHus u
Jipyrue).

WH$popMaloHHbIe CTeH/IbI

Ha vH(bopMalMOHHBIX CTeHaX B 0011je00pa30oBaTe/lbHbIX OPraHU3alusX,
PaCIo/IOKeHHBIX B (hoiie yupeXkzieHui ¥ B KaOMHeTaX, OCHAIIleHHBIX ITePCOHATbHBIMU
YCTPOMCTBaMH [/l BbIX0/ja B CceTh "VIHTepHeT", peKOMeH/1yeTCsl pa3MeCTUTh
MHGOPMaI[MOHHBIE TIAMSITKH, COZIep>Kalliiieé OCHOBHBIE COBETHI 0 00eCIIeueHHI0
MHGOPMAaLMOHHOM 6e30TaCHOCTH YYalIXCsl.

B npunoxxennu Ne 1 K MeToiMueCKHMM peKoMeH/jalisiM TpeJcTaB/ieH obpaser] maMsaTKH
[/ pa3MeltieHrsl Ha MH(OPMalLMOHHBIX CTeH/ax.

CpezcTBa MaccoBoi UH(pOpMaLUU

B cpezcTBax MaccoBoii MH(pOPMAIL[|K, OPUEHTHPOBAaHHBIX Ha 00yUaroIInxcs,
pPEeKOMeH/IyeTCsl B TeueHHe yueOHOTO To/ia Pery/sipHO MyO/IMKoBaTh MH(OPMaI[MOHHbIE
Marepuasbl, MOCBSIeHHbIe OT/e/IbHbIM acrieKTaM WH(POPMaI[MoHHOW 6e301acHOCTH, a
TaK>Ke pa3/InyHbIe TIAMSATKH 00IIIero xapakrepa.

B cpezcTBax MaccoBoi MH(POPMAI[UH, OPHEHTHPOBAaHHBIX Ha IelaroruyecKyro
0011]eCTBEHHOCTb, PEKOMEH/IYETCS B TeUeHHe KaJIeHZAPHOTO T0/ia PEry/sipHO
ny6/TMKOBaTh MHGOPMAaI[MOHHBIE MaTepUasbl, MTOCBSIEHHbIE OT/[e/TbHBIM acTieKTaM
WH(OPMaLMOHHOM 6e30MacHOCTH KakK HeCOBEPIIIEHHOIETHUX, TaK U
00111e00pa3oBaTe/IbHBIX OPraHU3aLMi, a TAaKXKe pPa3/TMYHbIe TTAMSATKH, 0030pbl
HOPMaTHBHO-TIPABOBOTO PErY/IMPOBAaHUS JAaHHOW Cepbl U MH(POPMALIUIO O aKTyaIbHBIX
MEpOTIPUATUSX U COOBITUSIX B ZIAHHOU Cepe.

B xope ripoBesienust EquHOTO ypoKa 110 Ge3omacHocTH B cet "ViHTepHeT"
pekoMeH/1yeTCst 00eCreunThb BhIMyCK TeMaTUYeCKoro BbIMyCKa Cpe/iCTBA MaCCOBOM
nH(popMaLyu 100 cepur MyOIMKaLiA, Cpejii KOTOPbIX paCCMOTPeTh OPraHU30BaHHbIe
MepOTIPUSTUS /11 00yJaroIIMXCsl, UX poguTeseli (3aKOHHBIX TIpe/iCTaBUTe el) U
re/jaroruyeckoi 001eCTBeHHOCTH.



OdunmanbHbie VIHTepHeT-pecypChbl

OO611eobpa3oBare/ibHBIM OPraHU3al|sIM PEKOMEH/IYeTCsl Ha CBOMX O(QULIMATbHBIX
WHTepHeT-pecypcax obecreunTs GyHKI[MOHMPOBAaHUE CAMOCTOSITETBHOTO U
CrieLiMaM3upoBaHHOrO paszesna "ViHpopmaimoHHasi 6e30macHOCTh", B paMKax KOTOPOTO
TIpe/lyCMOTpPeTh pa3MellieHue Cieyronieid nHpopMaLum:

N{Pa3spen/mogpaszen dopmar CopeprkaHue MarepuasioB
Tpe/iCTaB/IeHUst
MaTepuaoB
1./IokanbHbIE Kormuu Pa3smerjaroTcsl KOIMU JOKYMEHTOB, T.e.
HOpMaTVBHbIEe TOKYMEHTOB B [CKAHMPOBAHHbIN BapUaHT JOKyMeHTa,
akThl B chepe dopmare *PDF |cooTBeTCTBYyOIIMI TpeOOBaHUSM K TTapaMeTpam
obecrieueHust CKaHWpOBaHUs. Pa3melniatoTcsi JOKyMeHTHI,
VH(POPMaLMOHHOU pernaMeHTHPYIOLIe OPraHu3aLi|io0 U paboTy ¢
6e3omacHoCTH repCcoHa bHbIMU JAHHBIMH, TJIaHbl MEPONPUATHN
00yyaroImxcst 1o obecrieueHH0 MH(GOPMALIOHHOM
6e30macHOCTH 00yUarOILMXCS U IpyTHe.
2.HopmaTtuBHOE Konuu [TyOnuKyOTCS aKTyabHbIe CBeAEHHUS O
perylvpoBaH/ie  |JOKYMEHTOB B [(beZiepa/ibHbIX Y perMOHa/IbHBIX 3aKOHaX, MMCbMax
¢dopmare *PDF |opraHoB BjacTy U pyryue HOpMaTMBHO-TIPaBOBbIe
TOKyMEHTBI, peryiaMeHTHpYIoLYe obecrieyeHuye
vH(OpPMaLIMOHHOM 6e30MacHOCTH
HeCOBeplIeHHO/IeTHUX. [JoIycKaeTcs: BMeCTo
KOITM pasMelljaTh TMIIepCChUIKU Ha
COOTBETCTBYHOILIME JOKYMEHTHI Ha calTax
OpraHoB rOCYyZlapCTBEHHOM B/IAaCTH.
3.[Ilegarornueckrm [Tekct Ha Pa3melniatoTcss MeToguYecKre peKOMeHJaluu U
paboTHHKaM CTpaHuLe yKasblBaeTCs MUH(OpMaLYsl O MepONpUsATHSIX,
caunTa [poeKTax U NporpaMMax, Harpas/IeHHbIX Ha
MoBbIlLIEHNe UH(OPMAaLMOHHON T'PaMOTHOCTU
Kormmn rejarornyeckux pabOTHUKOB.
JOKYMEHTOB B
¢dopmare *PDF
4.|06yuatotimcst  [TekcT Ha Pa3meliiaetcss tHbOpMallMOHHas IaMsITKa
CTpaHuLie (mpunoxkenrie Ne 2) 1 yKa3biBaeTcsi UHGOpMaLys 0
caita MepPOIPUATHSX, [IPOEKTax U IporpaMmmax,
HarpaB/ieHHbIX Ha MOBbILLIEHHe WHPOPMAaLMOHHON
rPaMOTHOCTH 00yYarOINXCS.
5.[PomuTensm TekcT Ha Pa3meliiaetcss uHbOpMallOHHas IaMsITKa
(3aKOHHBIM CTpaHuLle (npunoxxenure Ne 3).
rpe/iCTaBUTeNSIM) |caiiTa
00yyaromxcs
6.|/JeTckue TexkcT Ha Pa3merriaetcst uHopMaLysi 0 peKOMeHAyeMbIX K




Oe3oracHbie
CaUThI

CTpaHHLIe
camrta

MCTI0/Th30BaHMIO B yueOHOM TpoLiecce
Ge3omacHbIX caiiTax, 6aHHepbI 6e30MmacHbIX
IeTCKUX CaWlTOB.

OpraHam, OCyIIeCTB/ISIFOIIUM yTIpaB/ieHe B cepe 0Opa30oBaHuUsI, peKOMEH [yeTCs Ha
CBOUX oduIManbHbIX VIHTepHeT-pecypcax 06ecreunTb HyHKIMOHUPOBaHHE
CaMOCTOSITe/ILHOTO U CIel[daTM3upoBaHHOTO0 pa3zesa "MHbopMaloHHast
Ge30macHOCTB", B paMKax KOTOPOTO MPelyCMOTPETh pa3MellleHue Cyieyoiei

vH(opMaluu:

[Tpunoxenue Ne 1

[TamsTka ayist oOyyaroiuxcst 06 MHGOPMAaI[MOHHOM 0e3011aCHOCTH JieTel

HEJIb35

1. BceM mozipsizi co0011aTh CBOO YaCTHYIO MHGMOPMAILUIO (HaCTosIHe UMst, haMIJTHIO,
TenedoH, afipec, HOMep IIKOJIbI, a TaKKe (poTorpacdury CBOU, CBOeM CeMbH U Apy3ei);

2. OTKpI:IBaTb BJ/IO’KE€HHbIe Cbaﬁ]lbl BHEKTPOHHOﬁ IMOYTHI, KOI'ld HE 3Hd€Ib OTIIPABUTEJIA;

3. I'pybuts, mpuamrparkCs, OKa3bIBaTh JaBieHHe - BeCTH Ce0si HeBeXK/TMBO U arpeCcCUBHO;

4. He pacriopsbKaiicst leHbraMu TBOel ceMbU 0e3 pa3pellieHust CTapIluX - BCersa
CTipallliBaii pouTeiel;

5. He BCTpeqaf/ics{ C I/IHTEPHET—3HE]KOMI->IMI/I B peaHbHOﬁ JKHU3HHU - HOCOBETYﬁCH Cco

B3pPOC/IbIM, KOTOPOMY [lOBepsielllb.

OCTOPOXHO

1. He Bce numyT ripaBay. Yuraetb o cebe HempaBay B MIHTepHeTe - coo01iy 06 3ToM

CBOUM DOAMNTE/IAM WUJ/IN OIIEKYHdM,

2. TlpurnarmaroT rnepenuckIBaThCsl, UrpaTh, 0OMEHHBATHCS - IPOBEPh, HET JIM TI0/IBOXa;

3. He3akoHHOe konupoBaHue (aiiioB B IHTepHeTe - BOPOBCTBO;

4. BCEF,Z[EI paCCKa3bIBaﬁ B3DOCJ/IBIM O np06neMax B C€TH - OHU BCer/a roMOoryrT,

5. Vicnonb3yii HaCTpOMKY 6e30MacHOCTH U MPUBATHOCTH, YTOOBI He TIOTEPSITh CBOU
aKKayHTbI B COLICeTSIX U IPYTUX MOpTasax.

MOXHO

1. YBarkaii pyrux rnonab30BaTesiei;



2. IMonb3yelibesi UHTEepHET-UCTOUHUKOM - Jlefiaid CChIIKY Ha Hero;
3. OTKphbIBall TOJIBKO Te CChIJIKY, B KOTOPBIX YBEepeH;

4. O0UIaThCs 3@ TIOMOIIIBIO B3POC/IBIM - POAMTENH, OTIEKYHbI ¥ aJIMUHUCTpALIUsI CaliTOB
BCerja roMoryT;

5. TTpoiigu obyueHue Ha cabiTe "CeTeBUUOK' U MOJIyUH MacropT LUhpOBOro
rpakJaHyHal

ITpunoxenue Ne 2

NudopmarpoHHas naMsaTKa A1t 00yJaroLpxcst A71si pa3MellieHust Ha OQUL{aTbHbIX
VHTepHeT-pecypcax

C KaXk[bIM TOJIOM MOJIO/I€)KA B UHTEPHETE CTAHOBUTCS OOJIBIIIE, a IITKOJIbHUKU OfIHU U3
CaMbIX aKTHUBHBIX T0J/Ib30BaTesiell PyHeta. Mexxy Tem, TIOMMMO OTPOMHOIO KOJTMUeCTBa
BO3MO)XHOCTEMH, UHTEPHET HeceT U Mpob/ieMbl. JTa NaMsTKa JI0/DKHa IIOMOUb Tebe
0e30MacHO HaXOAUTHCS B CETH.

KomnbroTepHbie BUPYCHI

KoMrbroTepHbIi BUPYC - 3TO pa3HOBU/JHOCTb KOMITbIOT@PHBIX TIPOTPAMM, OTJIMUKTE/TbHOM
0Cc00EHHOCTBIO KOTOPOH SIBJISIETCST CIIOCOOHOCTH K pa3MHOKeHUI0. B momnonHenue K
3TOMY, BUPYChl MOT'YT MIOBPEAUTD WM TIOTHOCTbIO YHUUTOXKUTE BCe (Daiisibl U JJaHHEIe,
TMOIKOHTPOJIbHBIE TI0/Tb30BaTe 0, OT UMEeHH KOTOPOro Oblia 3amyliieHa 3apa’keHHast
MporpamMma, a Takke MOBPeIUTh U/ JJaXke YHUUTOXKUTDb OTepalliOHHYI0 CUCTEMY CO
BCceMH (haiiiamMu B 11e7IoM. B G0MbIIIMHCTBe CTyyaeB PacrpoCTPaHsIIOTCsl BUPYChI uepes
VHTepHeT.

METO'E[]:I 3dlWUTHI OT BP€JOHOCHLIX ITPOI'PAMM:

1. Vicnonib3y¥i cOBpeMeHHbIe OrepaljioHHble CUCTeMbI, UMeOL1e Cepbe3HbI YPOBEHb
3alUThl OT BPEJOHOCHBIX NTPOrPaMM;

2. ITocTosiHHO ycTaHaB/MBaK NauyTy (LU pPOBbIe 3arlaTKy, KOTOpble aBTOMaTh4yecKy
yCTaHaBIMBAIOTCS C LIe/IbI0 10paboTKY MpOrpamMMbl) U pyTrre 0OHOB/IEHNS CBOEH
orepariMoHHON crcTeMbl. CKauMBai MX TOBKO C O(HLIMAIBLHOTO CaiiTa pa3paboTumrKa
OC. Ecsm cy1riecTByeT peXkMM aBTOMaTHUeCckoro 0OHOB/IEHMSs1, BK/IIOUH €ro;

3. Paboraii Ha CBOeM KOMIIBIOTEpe T10/], [IpaBaMU T0/1h30BaTeJIsl, @ He aJMUHHACTPATOpa.
OTO He MO3BOUT OOJIBIIIMHCTBY BPEAOHOCHBIX TIPOrPaMM UHCTA/JTAPOBATLCS HA TBOEM
MepCOHaTbHOM KOMITBIOTEDE;

4. Vcrionb3yit aHTUBUPYCHbBIE IIPOrPaMMHbIE ITPOYKThbI H3BECTHBIX ITPOU3BOJUTE/IEH, C
aBTOMAaTU4YeCKUM OOHOBJIeHHeM 0as3;



5. Orpanuub (pU3MUeCKUil JOCTYI K KOMIIBIOTEPY /i TOCTOPOHHUX JTUL];

6. Vcrionb3yii BHeIlIHWMe HOCUTe/M WH(OopMaluK, Takre Kak ¢iellika, JUCK Uin (aiil 13
HMHTEepHeTa, TO/IbKO U3 MPOBePEeHHbIX NCTOYHUKOB,;

7. He oTKpbIBail KOMITbIOTEPHBIE (haii/ibl, TIOTyYeHHbIe U3 HEeHAZIe)KHBIX UCTOYHUKOB.
Iaxke Te daiiibl, KOTOpPbIE MTPUC/IAT TBOH 3HAKOMBIH. JIyullle yTOUHM y HEro, OTITPaBJIsiI
JIU OH Tebe ux.

Cetn WI-FI

Wi-Fi - 3To He BUJ Nepefiauu AHHBIX, He TEXHOJIOTHS, a BCeTo JIMILb OpeH[|, Mapka. Eiie
B 1991 ropy HMepnaHzCKast KOMIaHUs 3apeructpupoBasa opers "WECA", uto
ob6o3Hauano crnoBocouetanue "Wireless Fidelity", KoTopbiii iepeBoAUTCS Kak
"GecripoBojHAsE TOUHOCTH .

Jlo Haiero BpeMeHH fio1iiia ipyrasi abopeBuaTypa, KOTopasi sIB/ISIETCS] TAaKOM ke
TexHosiorved. Oto abopeBuarypa "Wi-Fi". Takoe Ha3BaHMe ObLIO JaHO C HAMEKOM Ha
CTaHZapT BbICLIel 3ByKoBoW TexHUKU Hi-Fi, uTo B mepeBojie 03HauaeT "BbICOKAst
TOYHOCTB".

Ia, 6ecriiaTHBINA MHTEPHET-OCTYII B Kade, OTe/IsIX U a3POMNopTax siBAsSeTCs OTIMYHON
BO3MOKHOCTBIO BbIXOZIa B MHTepHeT. Ho MHOTMe 5KCrepThl CYMTAIOT, UYTO
obrenoctymnHbie Wi-Fi ceTu He siB/sitoTCS G@30MacHbIMU.

CoBertbl 110 6e3011acHOCTH paboThI B 001[eI0CTYTHBIX ceTsax Wi-fi:

1. He nepepaBaii cBoto imuHyto HH(opMaruo uepes obijenocrynabie Wi-Fi cetu.
Paborasi B HUX, )KeJlaTeJbHO He BBOAUTD MapO/IA AOCTYTIA, JIOTUHBI U KaKHWe-TO HOMepa;

2. Vicnonb3yii 1 0OHOB/IsIY aHTUBUPYCHBIE TIPOTrpaMMbI U OpaHaMayep. TeM caMbIM ThI
obe3oracuiiib cebsi OT 3aKaukKu BUPyCa Ha TBOe YCTPOMCTRBO;

3. Ipu ucrnonb3oBanuu Wi-Fi otkmtoun dyHkmto "O61muii AocTym K ¢aitiam u
npuHTepam". JlaHHasi PyHKLMs 3aKpbITa 10 YMO/TUaHUIO, O/JHAKO HEKOTOpbIe
T0/Ib30BaTe/ aKTUBUPYIOT ee /1Jisl y00CTBa UCT0/Ib30BaHus B paboTe wiu yuebe;

4. He ucnionb3yii nmyomuunbiii WI-FI a/1s1 mepejaunt IMUHBIX JJaHHBIX, HAIPUMED IS
BbIX0/|a B COLIMA/IbHbIE CEeTH UK B 3JIEKTPOHHYIO T10UTY;

5. Wcnonb3yi ToMBKO 3aijuileHHoe coefriHeHre yepe3 HTTPS, a ve HTTP, T.e. npu
Habope Beb-azipeca BBoAM UMeHHO "https://";

6. B MmoOwsHOM TenepoHe oTkmoun dhyHKimio "Tlogkmouerne K Wi-Fi
aBTOomMarruecky". He foryckaii aBToMaTH4eCcKoro NoAK/II0UeHUs YCTPONCTBA K ceTaM Wi-
Fi 6e3 TBoero cormacusi.



ConuanbHbIe CeTH

CouanbHble CeTH aKTUBHO BXOJST B HaIlly )KU3Hb, MHOTHE JTFOAM PabOTaloT U )KUBYT Tam
MOCTOsIHHO, a B Facebook y»ke 3apeructprpoBaH Musiidap/ 4ejioBek, UTo sSB/sSeTCs
OZIHOM CeJbMOU BCeX >KUTesiel TylaHeThl. MHOTHe M0/Th30BaTe/ld He TIOHMMAFOT, UTO
vHOopMalusi, pa3MelljeHHass UMH B COLUA/IbHBIX CETSAX, MOXKeT ObITh Hali/ieHa 1
HCII0/Th30BaHa KeM YTO/IHO, B TOM UHMC/Ie He 00si3aTe/lbHO ¢ 6/1ariMu HaMepeHUsSIMH.

OCHOBHBIE COBETHI 110 0e30I1aCHOCTH B COLMA/IBHBIX CEeTAX:

1. OrpaHuub CUCOK Jpy3ei. Y Tebst B APY3bsiX He [JO/DKHO ObITh CTYYaMHBIX U
He3HAKOMBIX JTHO/Iel;

2. 3ammuiriaii CBOO YaCTHYIO »Ku3Hb. He yKa3biBaii aposiu, TenedoHbl, agpeca, 1aTy
TBOET0 POXKZEHUS U [IPYTYI0 JIMUHYIO0 UH(OPMaLMIO. 37I0yMBbIIIJIEHHUKA MOTYT
WCTIO0/b30BaTh Jiayke MH(GOPMALIMIO O TOM, KaK Thl U TBOW POJUTE/H TJIaHHMPYyeTe TIPOBeCTH
KaHUKY/IbI;

3. 3amuiiaii CBOIO peryTaluio - IeP)KU ee B UMCTOTe U 3a/iaBaii cebe BOMPOC: XOTesT ObI
Thl, YTOOBI APYTHE T0JTH30BaTe/IM BU/IEJH, UTO Thl 3arpyaelib? [Togymaii, mpexkzae uem
YTO-TO OMyO/IMKOBAaTh, HATIKCATh U 3arPY3UTh;

4. Ec/iu ThI TOBOPHUILIB C JIFObMU, KOTOPBIX He 3Haelllb, He UCI0JIb3yl CBOe pealbHoe UMsI
Y IPYTYI0 JIMYHYI0 UH(OPMALMU: UMSsI, MeCTO XKUTe/IbCTBa, MeCTO yueObl 1 mpoyee;

5. N30eraii pa3merrienus ¢potorpaduii B VIHTepHeTe, r1e Thl 1300pakeH HA MECTHOCTH,
10 KOTOPO MO>KHO OTIP€/IeNIUTH TBOE MECTOIIO/IOKEHHUE;

6. IIpu perucTparuy B COLMAIBLHON CETH HeOOXOAMMO MCII0/Ib30BaTh CJIOXKHBIE TIapOJIH,
cocrosiye 3 OykKB v UMD U C KOJTMUECTBOM 3HAKOB He MeHee 8;

7. st couyanbHOM CeTH, TIOUThI U IPYTUX CalTOB HEOOXOJMMO HCII0/Ib30BaTh Pa3Hble
napo. Torga eciv TeOst B3/I0OMAIOT, TO 3/I0YMBILIEHHUKHY TIO/Ty4at JOCTYII TOJIBKO K
OZIHOMY MECTY, a He BO BCe Cpasy.

BJIEKTPOHHLIE AE€HbI'H

OJeKTpOHHBIE [IeHbIY - 3TO OueHb Y00HbIH Cr1ocob ryiarexel, OHAKO CyIeCTBYIOT
MOLLIEHHUKH, KOTOpPbIe XOTAT MO/IyUYUTh 3TH [|eHbIH.

BJ'IEKTPOHHBIE JeHbI'r IOABU/IMCh COBCEM HeldBHO M UMEHHO KM3-3d 3TOI'0 BO MHOT'UX
rocyiapCrtBax A0 CUX IMOPp He IMMPOIMMCAHO IIPO HUX B 3dKOHAX.

B Poccum ke oHM (PyHKIIMOHUPYIOT M O HUX Y>Ke TIPOTMCAHO B 3aKOHe, I/ie UX pa3fiensioT
Ha HeCKOJIbKO BH/IOB - aHOHUMHBIe U He aHOHHUMHbIe. Pa3HuIja B TOM, UTO aHOHUMHBIE -
3TO Te, B KOTOPBIX Pa3pelaeTcs MPOBOAUTD OrepaLuu 6e3 uieHTHhUKaLu



I10/1b30BAaTe/Isl, 8 B HeAHOHMMHbIX HIeHTU(HKALINS TI0/Ib30BaTe/Isl SIB/ISIeTCs]
00s13aTe/IbHOM.

Takoke ciieflyeT pas3/MuaTh 3/1eKTPOHHbIE (PUaTHbIe JeHbrM (PaBHbI FOCYAapCTBEHHbIM
Ba/ll0TaM) U 3/1eKTPOHHbIe He(raTHbIe ZieHbI'M (He paBHbI TOCYAAPCTBEHHBIM BalOTaM).

OcHoBHbIe cOBeThI TI0 6e30macHo paboTe € 371eKTPOHHBIMU JleHbraMu:

1. TpuBsku K cueTy MOOU/IBHBIHN TeeoH. DTO CaMblil yI0OHBIN U OBICTPBINA CIOCOO
BOCCTAHOBHTD ZIOCTYTI K cueTy. [IpuBsi3aHHbBIN TesiehOH TTOMOXKeT, eciv 3abyzelb CBOM
TJIaTe>KHbIM TTapo/ib WM 3alifielllb Ha CAUT C He3HAKOMOT'0 yCTPOMCTBa;

2. Vicrionb3y¥ offHOpa30BbIe Tlaposu. [Tocsie mepexo/ia Ha yCUIEHHYH0 aBTOPH3alivio Tebe
y>Ke He OyzleT yrpoykaTh OMacHOCTh KpaXkU WU TiepexBaTta I/IaTe>KHOTro T1apoJis;

3. Boibepu c/iokHBIH maposib. [IpecTynHUKam OyzieT He TIPOCTO yrajaTh CJAOKHBIN
napoJsis. Haje)xHsle raposiv - 3T0 NapoJiy, KOTOpble cozepykar He MeHee 8 3HaKOB U
BKJTFOUAIOT B Ce0s1 CTPOUHBIE U TIPOIMCHBIE OYKBBI, UPPBI U HECKOJIBKO CHMBOJIOB, TaKHe
Kak 3HaK Jjo/1apa, ¢GyHTa, BOCKIMLaTe/IbHBIN 3HaK U T.11. Hanpumep, $tROng!;;

4. He BBO/IY CBOY TMUHbIe ZlaHHbIe HAa CaliTaX, KOTOPbIM He JlOBepsielllb.
J/IeKTPOHHAas1 mouTa

OneKTpOHHas 1ouTa - 3TO TeXHOJIOTHSI U TIPeJ0CTaB/IsieMble €10 YCIYTH T10 MepechliKe U
TMOTyYeHUIO 3JIEKTPOHHBIX COOOILeHNH, KOTOPbIe Paclpe/iesistoTCs B KOMITbIOTEPHOM
cetd. OOBIUHO 3/IEKTPOHHBIN TIOUTOBBIN AWK BBITJIIAUT CEAYIOIIAM 00pa3oM:
VIMS$1_TI0/1b30Barensi(@umMs_JioMeHa. Takke KpoMe Ilepefjaui IPOCTOr0O TeKCTa, UMeeTCst
BO3MOJKHOCTb IepefiaBaTh (haiibl.

OcHoBHbIe COBeThI 10 Ge30macHoi paboTe € 3/71eKTPOHHOMN TTOUTOM:
1. Hazio BeIOpaTh MpaBU/IBHBIN TIOUTOBBIN CEPBUC. B MHTepHETe eCTh OrPOMHBIN BEIOOD
GecriyiaTHBIX TTOUTOBBIX CEPBHCOB, O/JHAKO JIyYllle ZI0BepsiTh TeM, KOTO 3Haelllb U KTO

TepBbI B PEUTHHTE;

2. He yka3biBail B TMYHOM TIouTe TMYHYIO MH(opMarmio. Harprumep, nydiiie BbIOpaTh
"My3bIKa/ibHbIN_(paHat@" nam "pok2013" BMecTo "Temal3";

3. Ucnonb3yii ABYX3TAINHYI0 aBTOPU3aLUi0. DTO KOTZia IOMUMO TIapoJisi Hy>KHO BBOJUTD
KO/I, TIPUChI/IaeMbIi o SMS;

4. Bribepu C/10)kKHBIN NIaposib. 1151 KaKA0ro OUTOBOTO SIHUKa J0/DKEH ObITh CBOM
Ha/le>XHbIY, YCTOMYMBBIN K B3JIOMY I1apOJib;



5. Eciiu ecTh BO3MOXXKHOCTh HalMcaTb CaMOMY CBOM JIMUHBIA BOMPOC, UCTIO/b3YH 3Ty
BO3MO)KHOCTb;

6. Vlcrionb3yii HeCKOMBKO MOYTOBBIX SLIMKOB. [1epBblIit /17151 4aCTHOM MepPernvcKy C
aZipecaTamu, KOTOPBIM Tbl JlOBepsielllb. JTO 371eKTPOHHBIN a/ipec He HaJj0 UCI0/Ib30BaTh
TpU perucTpaiuu Ha opymax u caurtax;

7. He oTkpbIBaii daiiibl U [pyryie BIOXKeHUs B MKMCbMax, Jake eCIvi OHU MPUIIIU OT
TBOUX Jipy3eii. Jlyuille yTOUHU y HUX, OTIIPAB/ISUIN JI OHU Tebe 3TU (aiinbl;

8. ITocsie okoHUaHUs1 pabOTHI Ha TTOYTOBOM CEpPBHCE Tiepe]] 3aKPhITHEM BK/IaJIKU C CAluTOM
He 3a0y/b Ha)kaTh Ha "BoiATi".

KuGepOy//ITMHT WM BUPTYya/IbHOE M3/]eBaTe/IbCTBO

KubepOy/uthHT - ripecsiejoBaHre COOOILeHUsIMHU, COfIep)KallliMU 0CKOpOIeHu s,
arpeccuro, 3aryruBaHue; Xy/JIMTaHCTBO; COLMa/IbHOe OOMKOTUPOBAHKE C TTOMOLIBIO
Pa3/IMUHBIX HHTEePHET-CePBHCOB.

OcCHOBHbBIE COBETBI TI0 60pLOe ¢ KHOEPOY/ITMHIOM:

1. He 6pocatics B 60i. JIyurmii crioco6: mocoBeToBaThCst Kak ce0st BECTH U, eC/TH HeT
TOTO, K KOMY MO>XHO 00paTUThCsI, TO BHaua/ie YCIIOKOMThCS. EC/TH Thl HAUHEIIIb OTBeYaTh
OCKOpO/IEHUSIMU Ha OCKOPOJIEHUS], TO TOJIBKO ellje OOJIbIlIe Pa30XIKeIlb KOHGIIUKT;

2. YnpaBsnisiii cBoeil KnbeppertyTarjye;

3. AHOHUMHOCTb B ceTh MHUMast. CyII[eCTBYIOT CITIOCOOBI BBISICHUTD, KTO CTOUT 3a
aHOHUMHBIM aKKayHTOM,;

4. He cTouT BeCTH Xy/MraHCKWI 00pa3 BUPTya/lbHOM >KU3HH. VIHTepHeT hUKCHpyeT Bce
TBOU /JIeMICTBUS U COXpaHsieT UX. YaluTh UX OyZeT KpaliHe 3aTpyJHUTE/LHO;

5. Cobiroziali CBOIO BUPTYa/IbHYIO YeCTh CMOJIOAY;

6. VirHopupy¥ equHUYHBINA HeratvB. OfHOPa30Bble OCKOpOUTE/TbHBIE COODIIIeHUs Ty Ylile
urHopupoBatb. OO6bIYHO arpeccusi MpeKparaeTcsi Ha HauaJbHOM CTa/ivuy;

7. Ban arpeccopa. B nporpamMmMax o6mMeHa MrHOBEHHBIMU COOOILI[eHUSIMH, B COLIMATbHBIX
CeTSAX eCTb BO3MO)KHOCTb OJIOKMPOBKH OTIIPABKH COOOIIEHHIA C OTIpe/ie/IeHHBIX afIpeCcoB;

8. Ecu b1 cBUzieTenb KubepOysuimHra. TBOU AEHCTBYSA: BBICTYIIUTD ITPOTUB
Tripec/iefioBaresisi, oKasaTbh eMy, UTO ero /IeMCTBUS OLIeHWBalOTCsl HeraTMBHO, MO/ eprKaTh
JKepTBY, KOTOPO# Hy)KHa TICUXO0JIOTHYeCKasi TIOMOLL[b, COOOIINUTH B3pOC/bIM O (hakTe
arpecCUBHOIO MOBe/IeHHs B CETH.



MooubHbIH TeedoH

CoBpeMeHHbIe CMapT(HOHBI U TJIAHIIETHI COZIepKaT B cebe BITO/THe B3POC/IbINA
(yHKIIMOHA/, ¥ Terepb OHU MOTYT KOHKYPHUPOBATh CO CTAl[MOHAPHBIMU KOMITBIOTEPAMH.
OpfHakKo, Cpe/ICTB 3aIlUThI /1711 TIOA00HBIX YCTPOMCTB MOKa 0YeHb Maso. TecTMpoBaHUe U
TIOUCK YSI3BUMOCTEN B HUX TIPOMCXOJJUT He TaK MHTEHCHUBHO, Kak Jyis [1K, To e camoe
KacaeTcsi U MOOU/TbHBIX TTPUTIO’KEHHUH.

CoBpeMeHHbIe MOOU/IbHBIE Opay3ephl y>Ke TPaKTHUeCKU Z0THa/IM HaCTO/IbHbIE aHAJIOTH,
OfIHAKO paciivpeHre (GpyHKI[MOHasIa BjieyeT 3a cO00M OOJIBIIYI0 C/I0)KHOCTb U MEHBIITYIO

3aIUIIeHHOCTb.

Ilaneko He BCe MPOM3BOAMTE/IH BhIMTYCKAIOT 0OHOB/IEHUs], 3aKPHIBAIOLIe KPUTHUECKHe
YS3BUMOCTH [|/1s1 CBOUX YCTPOUCTB.

OcHoBHbIe COBeTHI /151 6e3omacHoCTH MOGUIBHOTO TesledoHa:
Huuero He siB/IseTCS MO-HACTOsAIEMY OecIiiaTHBIM. Byaib ocTopoXkeH, Befib Korja Tebe
npeZiyiararoT 6eCrIaTHbIN KOHTEHT, B HEM MOTYT OBITh CKPBITHI KAKMe-TO T/IaTHbIE

YCIIyTH;

Hymaii, mpexxzie ueM oTrpaBuTb SMS, GoTo umu Bueo. Tl TOUHO 3Haelllb, T/ie OHU
OyZyT B KOHEUHOM HTOTE?

Heo6xouM0 0OHOB/STH OTepaliiOHHYI0 CUCTEMY TBOero CMapT(hoHa;
Vicrnonb3y# aHTUBUPYCHbBIE TIPOTPAMMBI /11 MOOW/IbHBIX Tee(OHOB;

He 3arpy»kaii IpuioyKeHWst OT HEU3BECTHOTO UCTOUHHKA, Be/Ib OHU MOT'YT COZIepPKaThb
Bpe/JOHOCHOE TIPOrpaMMHOe obecrieueHue;

[Tocsie TOro Kak ThI BBIAZEIB C CAiTa, Te BBOAWI TUUHYIO UH(OPMaLIMio, 3aiiJ1 B
HaCTpOWKM Opay3epa U yzanu cookies;

[Teproanruecky NpoBepsii, Kakve MJlaTHble yCJIYT'M aKTUBUPOBAHbI HA TBOEM HOMepe;

IaBaii cBoMi HOMep MOOWTEHOTO Teie)OHa TOJBKO JIFOZSIM, KOTOPBIX ThI 3HAEIIh U KOMY
JlOBepsiellib;

Bluetooth mo/mkeH ObITH BBIK/TIOUEH, KOT/Ia Thl UM He MoJIb3yellbcst. He 3a0biBaii uHOTIA
TPOBEPSITh 3TO.

Online urps1

COBpEMEHHbIe OHJIaI\/‘IH-I/IprI - OTO KPpdCOYHbI€, 3dXBdThIBAOIIIXE pPA3BJ/I€UEHN,
O6L€,Z[HHHI-OH.[I/IE COTHM TbICAY YEJ/IOBEK 10 BCEMY MHUDY. I/IFDOKI/I ncciaegyrT I,ZLEIHHI)II‘/JI M



MUp, 00L[AFOTCS IPYT C IPYTOM, BBITIONHSIIOT 3aZlaHKsI, CPa’KatoOTCsl C MOHCTPAMH |
TMO/TYYatOT OMBIT. 3a yA0BO/IBCTBUE OHU IUIATAT: MOKYIAOT AWCK, OTJIauiBalOT abOHEMEHT
W TIpUobpeTaroT KakKue-To OTILIWH.

Bce 3Ty cpesicTBa UAYT Ha TO//iepyKaHKe U pa3BUTHe UTPHI, a TAK)Ke Ha camy
6€e30MacHOCTb: COBEPIIEHCTBYIOTCS CHCTEMbI aBTOPHU3AIUH, BBITYCKAIOTCS HOBBIE TIaTUM
(urdpoBbIe 3aruIaTKU [Jij1st IPOrpamMM), 3aKPbIBAIOTCS ySI3BUMOCTU CePBEPOB.

B noj00HbIX UrpaX CTOUT OTacaTbCsl He CTOJIbKO CBOUX COTIEPHUKOB, CKOJTBKO KPaXku
TBOETO MapoJisi, HA KOTOPOM OCHOBaHa CHCTEMa aBTOPU3AL[UK OOJIBIIMHCTBA UTP.

OCHOBHBIE COBETBI 110 6€30IMaCHOCTH TBOETr0 HUI'POBOI'0 dKKAyHTa:

1. Ecsiu ipyroit urpok BefieT cebsi TVIOX0O WK CO37iaeT Tebe HenpUsITHOCTH, 3a0/I0KUpyH
€T0 B CTIMCKE UTPOKOB;

2. IToxxanyiics afMUHHACTPaTOpaM Urpbl Ha M/I0X0e TI0Be/leHUe 3TOr0 UrPOKa, KeJlaTebHO
TIPUIOKUTh KaKHe-TO Ji0Ka3arebCTBa B BU/le CKDUHOB;

3. He yka3biBaii nuHyt0 UH(GOpMaLMIO B TIpodaiiie Urpsl;
4. YBakall ;pyTUX YYaCTHUKOB I10 UTpe;

5. He ycraHaBnvBail HeouLMaabHble NaTuu U MOJbI;

6. Micnonb3yi C/I0KHbIE U pa3Hble Mapoy;

7. Jake BO BpeMsi UTPbI He CTOUT OTKJIFOYaTh aHTUBUPYC. [T0Ka Thl UTpaeliib, TBOU
KOMITBIOTEP MOTYT 3apa3uTh.

PUuIIMHT UIn Kpd)Xd JIMYHBIX JdHHBIX

OObIUHOM Kpaskel JleHer ¥ JOKYMEeHTOB CeTOjHs y>Ke HUKOTO He YAWBHUIIIb, HO C
pa3BUTHEM UHTEPHET-TeXHOJIOTHUI 3/I0YMBIIL/IEHHUKU TIePeMeCTUIUCh B UHTEPHET, U
TPOZIO/DKAIOT 3aHUMAThCS " MIOOMMBIM" [IeJIOM.

Tak rosiBUIaCh HOBast yrpo3a: MHTePHeT-MOIIIeHHUUeCTBa WK (PUILIVHT, T71aBHas 1ie/b
KOTOPOTO COCTOUT B TIO/TyUeHUM KOH(PUAEHLIUATbHBIX JaHHBIX TI0/Ib30BaTesiel - TIOTMHOB
1 mlaposieid. Ha aHrmiickom si3eike phishing unTaetcs kak dummHr (ot fishing - peibHas
noBJisi, password - TapoJib).

OcHoBHBIe COBeTHI 110 60pbbe ¢ PUHHTOM:
1. Cneziut 3a cBoMM akkayHTOM. Ec/u ThI TIol03peBaeliib, UTo TBOSI aHKeTa Oblia

B3/I0MaHa, TO HeobXoMMOo 3ab/I0KMPOBATh ee U COOOIIUTE aIMUHUCTPATOPaM pecypca 00
3TOM KaK MOKHO CKOpee€;



2. Vicrionb3yii 6e3omacHble BeO-CaiiThl, B TOM YKC/Ie, MHTEPHET-Mara3uHoOB U TIOMCKOBBIX
CHUCTEM;

3. Vcrionb3yii C/I0’KHBIE W pa3Hble mapou. Takum o6pa3oM, ecyiv TeOst B3JIOMaroT, TO
3/I0yMBIIIJIEHHUKY TI0Ty4YaT JOCTYN TOJIbKO K OJHOMY TBOEMY NMpPO(dUIIIO B CETH, a He KO
BCEM;

4. Ecru Tebst B3/10MasTH, TO He0OXOAMMO TPeAYTPeUTh BCEX CBOMX 3HAKOMBIX, KOTODbIE
nobaBsieHbl y Tebsi B Ipy3bsiX, O TOM, UTO TeOsi B3/IOMaiv U, BO3MO)KHO, OT TBOEro MMeH!
OyzeT pacchuIaThCs CrlaM M CChIJIKK Ha (PUIIMHTOBbIE CAMTHI;

5. YcraHoBH HagexHbIN Tlaposib (PIN) Ha MoOUIBHBIN TenedoH;
6. OTK/IIOUM CcoXpaHeHue 1aposisi B 6pay3epe;

7. He oTKpbIBal (aiisibl U pyryie BAOXKEHUs B TMCbMax, [axe eCI1 OHU MPUILIU OT
TBOUX Jpy3ei. Jlydille yTOUHH y HUX, OTIIPAB/ISIN JIM OHU Tebe 3TH (alibl.

OudpoBas penyranus

Lludporas peryTaiysi - 3TO HeraTWBHasi WM MO3UTUBHast HHGOPMaLUs B CeTH 0 Tebe.
KomnpomeTupytoliijast UH(GopMarysi, pa3MellleHHasi B UHTEpHeTe, MOXKeT Cepbe3HbIM
o06pa3oM 0Tpa3uThCs Ha TBOel peasibHOM »ku3HU. "[ludpoBas pernytaiys’ - 3To TBOU
MWDK, KOTOPBIH (hopmupyeTcst u3 HHPOpMaLyu o Tebe B UHTEPHeTe.

TBOe MecTo KUTeNbCTBa, yuebObl, TBOe (rHAHCOBOE TOJIOKeHe, 0COOeHHOCTH XapakTepa
Y pacckasbl 0 6/IM3KHUX - BCe 3TO HAKaIIMBaeTCs B CETH.

MHorme moIpOCTKY JIErKOMBICJIEHHO OTHOCSITCS K TTyO/TMKaIvy JIMUHON MH(GOPMALy B
VHTEepHeTe, He MIOHMUMasi BO3MOXKHBIX TIOC/Ie/[CTBUM. ThI Jayke He CMOXKEILb JOTalaTbCsi O
TOM, 4TO (hoTorpadusi, pa3melieHHast 5 JIeT Ha3a/l, CTaja MPUUMHOMN OTKa3a MPUHSATH Tebs
Ha pabory.

KommeHTapuy, pasmellieHre TBOUX (oTorpaduii U Apyrye AeiCcTBUS MOTYT He UCYe3HYTh
Jlake TIOCJIe TOTO, KaK Thl UX y/jalulllb. Thl He 3Haelllb, KTO COXPaHW/I 3Ty UH(POPMaLUIO,
Torasa Jii OHa B MIOMCKOBbIE CUCTEeMbI U COXPaHW/IACh JIM OHA, a [JIaBHOE: UTO MOJyMaroT
0 Tebe OKpY>KarolI[he JIFO[U, KOTOPble HAWAYT W YBUAAT 3T0. HaiiTy uH(OpMariuo MHOTO
JIeT CIyCTs CMOyKeT TI000M - Kak U3 J0OpbIX TIOOYKeHUM, TaK U C HaMepeHHeM
MIPUYUHUTE BPeZl. DTO MOXKET ObITh KTO YTOZHO.

OcHoBHbIe COBeTHI 110 3a1yTe LU(POBOI pernyTaLyu:

1. TTogymait, Tipexkzie ueM UTO-TO MyO/IMKOBATh U TlepefiaBaTh y cebsi B Gyiore Wiv B
COI[Ma/IbHOU CeTH;



2. B HacTpoiikax npo@uisi yCTaHOBU OTPaHUUYEHUsI Ha MPOCMOTP TBOEro MPOQU/Is U ero
COJIeP>KUMOT0, CAie/lail ero To/IbKO "[/isi Apy3en';

3. He pa3merriaii 1 He yKa3biBaii HH(OOpPMaIUI0, KOTOpast MOXKeT KOTro-TMb0 0CKOpO/IATh
WU 00WKaTh.

ABTOpCKOE nIpaBo

COBpEMEHHbIe IIKOJIBHHUKH - dKTHBHBIE T10/Ib30BATe/IN L[I/I(fprBOFO MMPOCTPAHCTBA.
O,E[HEIKO Aad/IeKO He BCe 3HAIOT, YTO I10/Ib30BaHKHe MHOI'MMH BO3MO>XHOCTAMUA L[I/ICDDOBOFO
MHDa Tpe6yeT CO6J'II-O,E[EHI/IH IMpaB Hd MHTEJ/IJIEKTYa/IbHYIO Cc0OCTBEHHOCTb.

TepMuH "HHTe/IEKTya/TbHast COOCTBEHHOCTh'" OTHOCHUTCS K Pa3/IMYHBIM TBOPEHHSIM
YyesI0BEYeCKOro yMa, HaurHasi C HOBbIX M300peTeHui 1 3HaKOB, 0003HaYaroIINX
COOCTBEHHOCTh Ha TIPOAYKTHI U YCIYTH, Y 3aKaHYMBasi KHUTamMu, (otorpadusmu,
KWHO(PU/IbMaM{ U My3bIKa/IbHbIMU IPOU3BeJeHUsIMU.

ABTOpCKHe TIpaBa - 3TO MpaBa Ha UHTEJIIEKTYa/IbHYI0 COOCTBEHHOCTh Ha TIPOM3Be/I€HUS
HayKH, IMTepaTrypbl U UCKyCCTBa. ABTOPCKHe IpaBa BBICTYIAOT B KaueCTBe rapaHTUU
TOT0, UTO UHTEJIJIEKTYa/IbHBIN/TBOPUECKUH TPy aBTopa He OyZeT HarpacHbIM, acT eMy
CrpaBe/IyIBbIe BO3MOKHOCTH 3apaboTaTh Ha pe3ysibTaTax CBOero TpyAa, MOMyUYUTh
M3BeCTHOCTh U Mpu3HaHue. Hukro 6e3 paspeliieHust aBTOpa He MOKET BOCTIPOW3BO/UTh
€ro TIPov3Be/ieHNe, PacIIpOCTPaHATh, IyOIMUHO 1eMOHCTPUPOBATH, ITPO/ABaTh,
HUMITOPTUPOBATh, MyCKaTh B TIPOKAT, TyOIMYHO MCTIO/HSTh, TOKA3bIBATh/UCIIOHATH B
3¢upe UM pasmelats B VIHTepHeTe.

Vicrionb30BaHMe "TIMPATCKOTO" IMPOrPaMMHOT0 00ecrieueHUs] MOXKeT TTPUBECTH K MHOTHM
pUCKaM: OT TIOTepU JJaHHbIX K TBOMM aKKayHTaM Zl0 OJIOKUDOBKU TBOETO YCTPOMNCTRBa, Ijje
yCTaHOBJIeHa HejlerajibHasi porpamma. He cTouT Takke 3a0bIBaTh, UTO CYILI@CTBYIOT
nerajibHbIe ¥ GecryiaTHbIe TPOrPaMMbl, KOTOPbIE MO>KHO HAaWTH B CETH.

O noprane

CeTeBHUOK.p(® - TBOM IVIaBHBIM COBETUMK B CETH. 3/1eCh Thl MOXKEIlb Y3HaTh O
6e301acHOCTH B CETH MOHSATHBIM U [JOCTYITHBIM SI3bIKOM, a TP BO3HUKHOBEHUH
KPUTHUECKOM CUTyaL[ul 00paTUTHCS 32 COBETOM. A Tak’Ke MPUHSATH yyacTHe B KOHKypCax
Y CTaTb CaMbIM LIM(PPOBBIM I'PaklaHHHOM!

ITpunoxenue Ne 3
[MamsiTKa A71s1 poguteneit 06 MHGpOPMaIMOHHON 6€30TIaCHOCTH fieTel
Onpenenenve TepMyHa "vHbOpPMaLMOHHas 6€30MacHOCTD AeTel" COmepP>KUTCS B
®enepanbHOM 3aKoHe Ne 436-D3 "O 3ammre geTeil 0T MH(OPMAaLKY, IPUYUHSIOLEN

Bpe/| MX 3710pPOBbI0 U Pa3BUTUIO", pery/IMPYIOLLUM OTHOLLIEHUS], CBSI3aHHbIE C 3al{UTOU
JleTeil OT UH(OopMaLMY, TPUYMHSIOLIEN BpeJ UX 340POBbIO U (MK) pa3BuTHi0. CoriacHoO



JTAHHOMY 3aKoHY "MH(}opMariioHHast 6e301acHOCTb JleTell" - 3T0 COCTOsTHHe
3alUIIIEHHOCTH, TPU KOTOPOM OTCYTCTBYeT PUCK, CBSI3aHHbIN C MPUUUHEHHEM
vH(popMaluell BpeJja UX 340pOBbIO U (MH) (HDH3UUeCKOMY, ICHXUUeCKOMY, yXOBHOMY,
HPABCTBEHHOMY pPa3BUTHIO.

B cuny ®enepansHoro 3akoHa Ne 436-P3 uHdopmaliveli, IpUUUHSIOLIe Bpe/i 3[0POBbIO
y (UM) pa3BUTHIO JieTel, SIB/SIeTCS:

1. uadopmarus, 3anpeleHHas /st paCPOCTPaHeHUsI Cpe eTel;

2. uadopmMalus, pacripoCTpaHeHre KOTOPOU OrpaHUUeHO Cpe/iud JieTel orpe/ie/ieHHbIX
BO3paCTHBIX KaTeropui.

3. K undopmariuu, 3ampeliieHHOMN /IJisi paclipoCTpaHeHus Cpe/iv ieTel, OTHOCUTCSI:

4. nadopmarus, modyKaroIas feTeld K COBepILeHUI0 AeHCTBUH, MTPeCTaB/ISIOIUX
yrpo3y UX KU3HU U (W/IK) 3710POBbIO, B T.U. IPUUMHEHHIO BpeJja CBOEMY 370POBbIO,
camMoyOuMCTBY;

5. criocoOHOCTH BBI3BATh Y /leTel »KeslaHue YIoTpeOUTh HapKOTHUeCKHe CPe/iCTBa,
TICUXOTPOTIHbIEe U (W) OypPMaHUBAOII[Me Bell[eCTBa, TabauHble U3/e/Hsl, aJTKOTOIbHYHO
Y CIIMPTOCOZeprKalllyt0 NPOAYKLMIO, TMBO Y HAlIUTKK, U3r0TaB/IMBaeMble Ha ero OCHOBE;
TIPUHSITE YYaCTHe B a3apPTHBIX UIPax, 3aHUMAThCS MPOCTUTYLHeN, OPOAsIKHIUUECTBOM WU
MONPOLIaHUYeCTBOM;

6. 000CHOBBIBarOIIIAsT WM OTIPAB/BIBAIOIIAS IOMYCTUMOCTL HACU/HS U (U/TH) )K€ CTOKOCTH
mibo noOy>x/jaro1iast OCyILeCTB/IATh HACUIbCTBEHHbIE 1eHCTBUS 10 OTHOLIEHUIO K

JIFOAAM U X)KUBOTHEIM,

7. oTpuLialoLLasi ceMeliHble [JIeHHOCTU U (pOpMHUPYIOLLiasi HeyBa)keHHe K POAUTEISIM 1
(M) [pyrUM ujieHaM CeMbU;

8. orpaBppiBaroliast MPOTUBONPABHOE MOBeJEHNE;
9. copepkariias HelleH3ypHYy0 OpaHb;
10. cozeprkaiast MH(GOPMaLMIO MOpHOrpadUyecKoro xapakrepa.

K nHdopmalyy, pacnpocTpaHeHre KOTOPOM OrpaHUYeHO Cpefiu ieTell orpe/ie/ieHHOTO
BO3pacTa, OTHOCUTCS:

1. uadopmarius, rpezcTapasieMasi B BU/ie U300pa>keHUst UK OTIMCaHUsT XKeCTOKOCTH,
bu3nyeckoro v (Wn) MCUXUUYECKOTO HACH/INS, TIPECTYTIIEHUST UK UHOTO
aHTHUOOIIIECTBEHHOTO JIeHCTBYS;



2. BbI3bIBAOILAsA Y ZleTell CTpax, y>Kac WM [aHUKY, B T.U. [IpeJcTaB/sieMasl B BU/ie
n300pakeHNsl WM OTTHCaHMs B YHIDKAIOLel uesioBeyeckoe JOCTOMHCTBO (opme
HEeHaCW/IbCTBEHHOM cMepTH, 3abo/eBaHMs, CaMOyOUiiCTBa, HECUACTHOTO CJTyYasl, aBapuu
WY KaTacTpodsl U (UIM) UX TIOCIeCTBUM;

3. mpe/cTaB/sieMasi B BUJie U300pa>keHUsI UM OTIMCAHUS TTOJIOBBIX OTHOIIEHUN MEXY
MY>KUMHOM U >KeHII[UHOW;

4. comepskaliiasi OpaHHBIE CJIOBA U BBIPDAKEHUS, He OTHOCSIIMECS K HeIleH3yPHOU OpaHH.

C yuetom 3Toro Bawm ripeaiaratotcsi mpaBusia paboThl B cetr IHTepHeT /i/isi pa3/TuuHbIX
BO3PACTHBIX KaTeropuii, CoO/ro/ieHre KOTOPBIX MO3BOUT 00ecrieunTs MHPOPMAI[HOHHYIO
Ge30MacHOCTD BallMX /leTek.

OOuue mpaBuIa AJIA PogUTE/IeH

1. HezaBucumo oT Bo3pacTa pebeHKa MCIIO/b3yHTe TPOrpaMMHOe obecrieueHue,
romMoratoiriee GUILTPOBATh U KOHTPOJIMPOBATh MH(POPMALIUIO, HO He T0JlaranTech
TIOTHOCTBIO Ha Hero. Barile BHUMaHMe K pebeHKY - T/1aBHbIN MeTO, 3alUThL.

2. Ecu Barn pebeHOK MMeeT akKayHT Ha OZJHOM M3 colMabHbIX cepBrcoB (LiveJournal,
blogs.mail.ru, vkontakte.ru u T.1.), BHUMaTeIbHO U3y4HTe, KaKy0 HH(POPMaL1IO
TIOMELIAl0T ero YYaCTHUKY B CBOMX NMPoduisix U 6s1orax, BKatovast ¢pororpadru v Buseo.

3. IIpoBepkTe, C KAKUMU IPYTUMU CaliTaMM CBsi3aH COL[Ma/IbHBINA cepBUC Bariero
pebenka. CtpaHnuky Barrero peberka MoryT ObITh 6€30MacHBIMU, HO MOTYT H
COZiep>KaTh CChITKM Ha HeXKesaTe/IbHbIe W OTlacHble CalThbl (Harlpumep, MOPHOCANT, UK
CalT, Ha KOTOPOM /IPYT YTIOMHHAeT HOMep COTOBOro TesiedoHa Bariero peberka v Baiin
JIOMallIHUM afipec).

4. Toopsiiite Baumx feteli coodijath 000 BCeM CTPaHHOM WM OTTaIKMBAIOIIEM U He
C/IULLIKOM OCTPO pearupyire, KOrja OHU 3TO JeatoT (K3-3a OnaceHusl MoTepsTh AOCTYM K
WHTepHeTy [ileTy He TOBOPSIT POAUTEISIM O NpobsiemMax, a Takke MOT'yT HauaTb
WCI0/Tb30BaTh VIHTepPHeT BHe [iloMa U LIKOJIbI).

5. Bygbre B Kypce ceTeBoi >kKr3HM Bartiiero pebeHka. MIHTepecylTech, KTO UX [Ipy3bsi B
VHTepHeT Tak e, KaK UHTepecyeTeCh pea/lbHbIMU [PY3bsIMU.

Bo3spacrt ot 7 po 8 ner

B VHTepHeTe pebeHOK cTapaeTcst TOCETUTh Te WU WHbIE CAalThl, a BO3MOYKHO U YaThl,
paspellieHre Ha TocelleHre KOTOPbIX OH He Moayuus Obl oT poauTesneii. [Toatomy
pozuTensiM 0cOOEHHO T0/e3HbI OyAyT Te 0TYeThI, KOTOPbIe MPeA0CTaBISIOTCS
rporpamMMaMu 10 OrpaHUUeHHI0 UCIob30BaHus VIHTepHeTa, T.e. Pogurenbckuii
KOHTPOJIb WIH TO, YTO Bbl CMOXKETe YBU/IeTh BO BpeMeHHbIX (haiinax. B pesynbrare, y
pebeHka He Oy/eT OLIYIIEHHsI, YTO 3a HUM Be/IeTCSI TOCTOSTHHBIM KOHTPOJIb, OHAKO,



pozauTenu OyayT Mo-Tipe)kKHeMy 3HaTh, KaKKe CalThl roceiaeT ux pebeHok. ety B
JTAHHOM BO3pacTe 00/1a/Ial0T CU/IbHBIM UYBCTBOM CEMbH, OHH JIOBEPUMBHI U He
COMHEeBalOTCs B aBTopuTeTax. OHU JIFOOSAT UTPaTh B CETEBbIE UTPbI U MyTeIlIeCTBOBATH 110
VHTepHeTY, UCMO/b3ysl 3/IeKTPOHHYIO TIOUTY, 3aXOAUTh Ha CalThl U YaTbl, HE
peKOMeH/I0BaHHble POAUTE/ISIMHU.

CogeThl 110 6e30macHOCTH B ceTH VIHTepHeT Jj1s feTei 7-8 net

1. Co3paliTe CIMCOK JOMAIIIHUX MpaBU/I MoceleHus VIHTepHeTa py y4yacTuu JeTei U
TpeOyliTe ero BHIMOTHEHUs.

2. Tpebytiite ot Batiero pebeHka cob/ofieHrs BpeMeHHBIX HOPM HaxOXK/IeHUs 3a
KoMIboTepoM. TTokaxkuTe pebeHKy, uto Bbl Hab/ro/jaeTe 3a HUIM He MOTOMY uTo Bam 310
XOYeTCs, a MOToMY uTo Bbl 6eCrioKOUTECh 0 ero 6e30MacHOCTH U BCEeT/ia TOTOBbI eMY

TTIOMOYb.

3. KomribtoTep ¢ mogk/roueHrneM K VIHTepHeTY [TO/KeH HaXO[UThCS B 001Iel KOMHaTe
10/, IPUCMOTPOM pOJUTE .

4, MCHOHL3YﬁTe CIienad/IbHbIe JeTCKHe ITOMCKOBbIE MalIlIHEI.

5. Vicnone3ytiTe cpeAcTBa OJIOKMPOBAHUS HEXXelaTe/TbHOTO KOHTEHTA Kak /[OTIO/THEHHe K
CTaHJapTHOMY PoaTenibCKOMy KOHTPOJTIO.

6. Co3aaiiTe CeMeiHbIN /IeKTPOHHBIN SIIMK, YTOOBI HE MT03BOJIUTh JeTIM UMEeTb
CcoOCTBeHHBIE azipeca.

7. brnokupy¥iTe JOCTYyM K caiiTaMm C 6eCryiaTHIMH [TOYTOBBIMU SII{UKAMH C TTOMOILIIBIO
COOTBETCTBYHOLL[Er0 IPOrpaMMHOr0 0becrieueHusl.

8. IlpuyunTe meTeil coBeTOBaThCs ¢ Bamu mepes omy0/iMKoBaHHeM KaKOH-100
vH(OopMalMK Cpe/ICTBaMU 37IEKTPOHHOM TOUTHI, UaTOB, peTMCTPALIMOHHBLIX (OpM U
nipoduseit.

9. HayuuTe neteii He 3arpy»xathb (haii/ibl, MPOrpaMMBbI MJTH MY3bIKY 0€3 Balllero COTiacusl.

10. He paspetuaiiTe feTsSM UCIIOIH30BaTh C/IYKObl MTHOBEHHOTO 0OMeHa CO0O0IIeHUsMHU.

11. B "GesbIit" CTIMCOK CAMTOB, pa3pelieHHbIX IS TTOCeIeH s, BHOCUTEe TOJbKO CalThI C
XOpOLllel pernyTaLyen.

12. He 3a0niBaiiTe beceoBath ¢ feTbMu 00 UX [py3bsix B VIHTepHeTe, Kak ecii Obl peub
111712 O /Ipy3bsIX B PeaTbHON >KU3HU.

13. He pmenaiite "Taby" 13 BOMPOCOB MOJIOBOM JKW3HH, TaK Kak B VIHTepHeTe ZieTh MOTYT
JIeTKO HaTKHYTbCS1 Ha NMOpHOrpagyio WK CalThl "7/1s1 B3pOCIIbIX .



14. Tlpuyuure Baiero pebeHka coo01iaTh BaM 0 JH0OBIX yrpo3ax WK TPeBOrax,
cBsi3aHHBIX ¢ VIHTepHeTOoM. OcCTaBaiiTeCh CIIOKOWHBIMU U HATIOMHUTE JIETSIM, UTO OHU B
6e30mMacHOCTH, ec/ii caMy PacCKasaad BaM O CBOMX TpeBorax. [ToxBamuTe ux u
MOCOBETYHTe TIOIONTH ellle pa3 B MOJ00HBIX C/TyYasix.

Bo3pacr pgerein ot 9 0 12 et

B naHHOM Bo3pacTe AeTH, Kak MPaBUIO, Y>Ke Hac/IbIIIaHbl O TOM, KakKasi UH(popMaLus
cyiiectByeT B MIHTepHeTe. COBepIlIeHHO HOPMaJIbHO, UTO OHU XOTSIT 3TO YBUJETb,
MPOYeCTb, yC/bIlaTh. [Ipy 3TOM HY>KHO MOMHUTD, UTO OCTYII K HeXeJlaTe/TbHbIM
MarepHraaM MOXXHO JIETKO 3a0/I0KMPOBATh MPU TIOMOILU CPeJCTB POAUTETbCKOTO
KOHTPOJISI.

CoBeTsbl 110 6€30MacHOCTH Jj1a fAeTel oT 9 70 12 et

1. Co3paiiTe CITUCOK IOMAIIHUX TPABUJI MOCeIeHust VIHTePHeT MpU y4acTHU JeTel U
TpeOyiiTe €ro BHITIOHEHMUS.

2. TpeOyiiTe ot Bartero peberka cob/rofieHIsi HOPM HaXOXKAEHHS 32 KOMITBIOTEPOM.

3. HabsnropatiTe 3a pebeHKOM TIpy paboTe 3a KOMITBIOTEPOM, ITOKa)KHUTe eMy, UTo Bbl
GecriokonTech 0 ero 6e30MacHOCTH U BCeT/ia TOTOBBI OKA3aTh €My ITOMOLIIb.

4. KoMmiproTep ¢ Nofik/toueHreM B VIHTepHET [Jo/KeH HaXOJUThCs B 00ITIel KOMHaTe To/]
TIPUCMOTPOM DOAUTEIeN.

5. Vcrosnb3yiiTe cpeficTBa G/I0KMPOBAHKS HeXKeslaTe/TbHOr0 KOHTeHTa Kak JI0To/THeH e K
CTaHJApTHOMY PoanTelbCKOMy KOHTPOJTIO.

6. He 3a0piBaiiTe MpUHUMAThL HEIMOCPeACTBEHHOE yuacTHe B )KU3HU pebeHKa, bece10BaTh
¢ JeTbMM 00 UX /Ipy3bsiX B VIHTEpHeTe.

7. HacrauBatite, uTOOBI €TV HUKOT/IA HE COTVIAIIA/IMCh Ha JINUHbIE BCTPEUH C JIPY3bsIMHU
o MHTepHeTy.

8. ITo3BosisAliTe 1ETSIM 3aX0UTh TOJIBLKO Ha CAlThI U3 "0eoro" CrmckKa, KOTOpbIH Co3JaiTe
BMeCTe C HUMHU.

9. IlpuyuuTe feTeli HUKOI/|A He BbIjaBaTh JIMYHYO MH(POPMALMIO Cpe/iCTBaMU
3/IeKTPOHHOM T0YThI, YaTOB, CUCTEM MTHOBEHHOTO 0OMeHa COOOIIeHUsIMHY,
perucTparioHHbIX (POpM, TUUHBIX NPOGUIel U PU perucTpaliii Ha KOHKYPChI B
NHurepHere.

10. ITpuyuure feTeli He 3arpy’kaTb porpamMmMbl Oe3 Barrero pa3spermenus. OObsicHUTE
VM, YTO OHU MOT'YT C/Iy4alHO 3arpy3uTh BUPYChI WIH [IPYTOe HexKesaTe/bHOoe
MporpaMMHOe obecrieueHwe.



11. Co3paiite Baiiemy peGeHKy orpaHUUeHHYIO YUETHYFO 3arucCh /iJisi paboThbl Ha
KOMIIbIOTEpE.

12. TIpuyuure Bariero pebeHka coo011iaTh BaM 0 JTFOOBIX yrpo3ax WK TPEBOrax,
CBsI3aHHBIX ¢ VIHTepHeTOoM. HarloMHUTe /1eTSM, UTO OHU B 6€301acHOCTH, eC/Ti CaMU
paccKasaiy BaM O CBOMX TPeBOTaX M OMaCeHHsiX.

13. Pacckaxxute fieTsiM 0 mopHorpaguu B VIHTepHeTe.

14. HacrauBaiiTe Ha TOM, YTOObI /IeTH NIPeJOCTaBIS/TA BaM AOCTYII K CBO€H 37IeKTPOHHOM
1oyuTe, UTOOBI BbI yOETU/INCh, UTO OHU He O0IIalTCs C He3HAKOMIAMHU.

15. OOBbsICHUTE [ETSAM, UTO HeJTb3s UCTIO/IB30BaTh CeThb I XY/IUTaHCTBa,
pacrpocTpaHeHus1 CIIeTeH WIKA Yyrpo3.

Bo3spacr gereii ot 13 o 17 et

B 5TOM BO3pacTe 1oApoCTKM aKTUBHO MCIIO/Ib3YIOT OUCKOBBIE MAllMHBI, TT0/Ib3YHOTCS
3/IEKTPOHHOM TTOYTOM, CTy>KOaMU MIHOBEHHOTO 0OMeHa COO0II[eHUsIMU, CKaulBaroT
MY3bIKY U GHIbMbL. MajiBuvKaM B 3TOM Bo3pacTe OoJibliie 110 HpaBy CMeTaTh BCe
OrpaHUYeHUs], OHU JKaXKIAyT rpyboro 1oMopa, a3apTHBIX W'D, KAPTUHOK "[I71s1 B3POC/IBIX .
JleBOUKM TIPeATIOUNTAIOT O0IIaThCsl B UaTax, MPY 3TOM OHU ropaszio bosee
YYBCTBUTE/IbHBI K CEKCya/lbHbIM [JOMOrare/ibCTBaM B MIHTepHeTe.

3ayacTyo B JaHHOM BO3pacTe POAUTEJISIM YyKe BeCbMa CJ/I0KHO KOHTPOJIMPOBAaTh CBOUX
JeTeii, Tak Kak 00 VIHTepHeTe OHM yyKe 3HAIOT 3HAUUTE/TLHO O0/Ibllle CBOUX POJUTETeH.
Tem He MeHee, He OTITyCKalTe JeTel B "cBobogHOe My1aBaHWe" 110 VIHTEpHeTYy.
CrapaliTech akTUBHO yuaCTBOBaTh B 001IeHUH pebeHKa B VIHTepHeTe.

Ba)kHO MO-TIpe>KHeMY CTPOro coOsTroaTh TipaBria VHTepHeT-0e30macHOCTH -
CoTIallIeHre MEeXXIY POJUTEISIMU U fieTbMU. KpoMe Toro, He00X0JMMO KaK MO>KHO Yalije
MPOCMaTPUBATh OTUETHI O AieTeTbHOCTU AeTeli B IHTepHeTe. CriefyeT 0OpaTuTh
BHHMaHHe Ha HeoOXOMMOCTb COZIEP>KaHUsSI POJUTETbCKUX Taposiel (rlaposei
a/IMUHUCTPATOPOB) B CTPOTOM CeKpeTe U 00paTUTh BHUMaHHE Ha CTPOTOCTb ITUX
rapoJiei.

CoBeTbl TI0 6€30MaCHOCTH B 3TOM Bo3pacte oT 13 10 17 net

1. Co3payiTe ClMCOK JOMAIIHUX NPaBUJI MOCeleHus VIHTepHeTa Npy yyacTuu
TOZIPOCTKOB U TpebyiiTe 6e3yC/I0BHOTO ero BbinosHeHus. O6roBopute ¢ pebeHKOM
CTIMCOK 3ampeleHHbIX caiToB ("'uepHbIi CrIMCOK'), yackl paboTsl B VIHTEpHeTe,
PYKOBOZCTBO 110 0011ieHut0 B VIHTepHeTe (B TOM YMC/le B UaTax).

2. KOMHBI-OTep C MMOAK/IFIOUEeHHeEM K CeTH I/IHTEPHET A0JDKeH HaXOAUThCA B 061_]_18171
KOMHaAre.



3. He 3a0biBaiiTe OecenoBaTh C AeTbMH 00 UX Apy3bsiX B IHTepHeTe, 0 TOM, UeM OHU
3aHAThl TAKMM 00pa3oM, OyJTO peub UeT O IPYy3bsiX B peasibHOM >xu3HU. CripamivBaiite o
JIFOASIX, C KOTOPBIMU JIeTH OOIIar0TCs TTIOCPeICTBOM CJTYKO MrHOBEHHOTO 0OMeHa
COOOIIeHUSIMU, UTOObI YOEIUTHLCS, UTO 3TH JIFOAU UM 3HAKOMBI.

4. Ucnonb3yiiTe cpencTea O10KMPOBaHUS HeXKeslaTe/TbHOTO KOHTEeHTA Kak /IOTI0/THEHHe K
CTaHJapTHOMY PoauTenbCKOMY KOHTPOJTIO.

5. Heo6xoauMo 3HaTh, KAKMMH UaTaMM TM0/b3ytoTcst Baum getu. I[Toougpsiite
WCII0/Th30BaHKe MO/IePHMPYeMbIX YaTOB M HacTauBaiTe, UTOObI /1eTH He 001La/Inch B
TIPUBATHOM peXXUMe.

6. HacrauBaiiTe Ha TOM, UTOOBI e€TH HUKOT/IA HE BCTPEUA/IUCh JIMYHO C APY3bSIMU U3 CETU
NuTepHer.

7. TlpuyunTe feTell He BbIZJABaTh CBOIO JIMUHYHO UH(OPMALIUIO CPeJICTBAMH 3/IEKTPOHHOM
TIOYTHI, UaTOB, CUCTEM MTHOBEHHOTO 0OMeHa COOOIIeHUsIMI, PEerUCTPALIMOHHBIX (OPM,
JIMYHBIX TIpo¢uIel U MpU perucTpariii Ha KOHKYpChI B VIHTepHeTe.

8. IlpuyunTe feTel He 3arpy»KaTh MporpaMmel 6e3 Bariiero paspeiiieHusi. OObsCHUTE UM,
YTO OHM MOTYT C/IyYaiHO 3arpy3uTh BUPYChI /M IPYrOe HeXKe/IaTeIbHOe MPOrpaMMHOe
obecrieyeHue.

9. IlpuyuuTe Barero pebeHka coo01iaTh BaM 0 JIFOOBIX yrpo3ax WM TPeBOrax,
CBsi3aHHBIX C MIHTepHeTOM. HarmoMHMTe fieTsiM, UTO OHU B 6e3011aCHOCTH, eC/IM CaMu
pacckasaiv BaM, O CBOMX yrpo3ax UM TpeBorax. [ToxBaiuTe WX U TIOCOBETYWUTE TIOAOUTH
elile pa3 B TOAOOHBIX C/Tyuasix.

10. Pacckaxkute fieTssM o nopHorpaduu B MIHTepHeTe. [ToMorure UM 3aljUTUTHCS OT
cnama. Hayunte noipoCcTKOB He BblZlaBaTh B VIHTepHeTe CBOEro peasabHOro 3/1eKTPOHHOTO
azipeca, He OTBeyaTh Ha He)KeJlaTesIbHble MMCbMa U UCTI0/Ib30BaTh CrieljabHble
MOYTOBbIE (PU/IBTPBHI.

11. Ipuyunte cebsi 3HAKOMUTBLCS C CAlTaMH, KOTOPbIe TIOCEL[Al0T TOJPOCTKH.

12. Hayuwure meTet yBa)kaThb JpyruX B UHTepHeTe. Y0OeuTeCh, YTO OHU 3HAIOT O TOM, UTO
TpaBWJIa XOPOILIero NoBe/ieHus JelCTBYIOT Be3Jie - laXke B BUPTYa/lbHOM MUpEe.

13. OOBsICHUTE [IeTAM, UTO HU B KOEM C/Tydae Hesib3sl UCI0/Ib30BaTh CeTh s
XYJIMTAHCTBa, PaCrpoCTpaHeHUs1 CIIeTeH WIKU YIPO3 APYTUM JIFOSIM.

14. O6cynuTe ¢ MoApPOCTKaMK MPO6JIEMBI CeTEBBIX a3apTHBIX UT'P U UX BO3MOXKHBIN PUCK.
HanomHuTe, 4TO fleTh He MOTYT UIrpaTh B 3TU UIPbI COIVIACHO 3aKOHY.



[TocTosIHHO KOHTPOJIMPYUTe UCMob30BaHue ViHTepHeTa Baimm pebenkom! 310 He
HapyllleHre ero JIMYHOIo IIPOCTPaHCTBa, a Mepa IpejOCTOPO’KHOCTH U IPOsIB/IeHHe
Baitie#t poquTe/ibCKOM OTBETCTBEHHOCTH U 3a00THI.



